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1
Decision/action requested

It is proposed to discuss Adaptation Layer and Layer-2 based UE-to-UE Relay.
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Rationale

This companion contribution in S3-210820 proposes a solution to address the Key Issue #8: Privacy of information over the UE-to-UE Relay in light of the changes related to the Control Plane and User Plane protocol stacks as recently agreed in RAN WG2, i.e., the addition of an Adaptation Layer.
RAN WG2 has recently concluded the following for Layer-2 UE-to-UE Relay (extracted from R2-2102116):

· The protocol stack and PC5 adaptation layer function (both first hop PC5 and second hop PC5) were studied for L2 UE-to-UE Relay. The usage of PC5 adaptation layer header(s) enables the AS layer routing/forwarding via relay UE for end-to-end UE-to-UE traffic
· The connection establishment procedure was studied for L2 UE-to-UE Relay. RAN2 consider the SA2 solution in TR 23.752 [1] as a baseline. Further RAN2 impacts can be discussed in the WI phase if any.

As well, as per TR 38.836 [3], clause 5.5.1:
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Figure 5.5.1-1: User plane protocol stack for L2 UE-to-UE Relay
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Figure 5.5.1-2: Control plane protocol stack for L2 UE-to-UE Relay

· For the first hop of L2 UE-to-UE Relay,

· The adaptation layer over first PC5 hop between Source Remote UE and Relay UE supports to identify traffic destined to different Destination Remote UEs
· For the second hop of L2 UE-to-UE Relay,

· PC5 Adaptation layer supports the N:1 bearer mapping between multiple ingress PC5 RLC channels over first PC5 hop and one egress PC5 RLC channel over second PC5 hop and supports the Remote UE identification function.

· For L2 UE-to-UE relay,

· In addition, the identity information of Source Remote UE and/or the identity information of Destination Remote UE are candidate information to be included in the adaptation layer, which are to be decided in WI phase.

The above text from RAN WG2 specifies that solution #9 in TR 23.752 [1] is considered as the baseline solution for Layer-2 UE-to-UE Relay. As well, the adaptation layer on the first per-hop between the Source UE and the Relay contains information identifying the Destination UE. For the second per-hop between the Relay and the Destination UE, the adaptation layer contains information identifying the Source UE. In addition, RAN WG2 considers adding information identifying both the Source and Destination UEs in the adaptation layer. This is to be decided during RAN WG2 normative phase. Moreover, RAN WG2 has indicated the usage of multiple end-to-end unicast links via a single per-hop link between a UE and the Relay. 
Considering that the new Adaptation layer is added below PDCP layer and that identity information will be carried in the Adaptation header, we believe that the impact of adding such identifiers, sent in the clear with every message, shall be studied. Most specifically, we believe that this addition together with the usage of a single per-hop link between a UE and a Relay, may introduce new trackability and linkability threats thus may impact the UE’s privacy support.
Let’s have a closer look at the PC5 messages header fields that are sent in cleartext. The PHY, MAC headers contain the source/destination Layer-2 IDs related to the per-hop link, i.e. L2 IDs from Source/Destination UEs and from the Relay. As defined in solution #9 of TR 23.752 [1], security is established between the Source UE and the Destination UE, i.e. end-to-end. The PDCP header may be used to carry the end-to-end Knrp-sess ID or this one may be carried in the adaptation header. This is to be defined by RAN WG2. And then we have information identifying the Source and/or Destination UEs which is included in the Adaptation header (i.e. end-to-end IDs).  As previously concluded during V2X R16 security study, to ensure their privacy all identifiers sent in cleartext in the message headers must be changed at the same time, i.e. during the same procedure run and from both UEs, to avoid trackability and linkability attacks. 

Having end-to-end identifiers carried into the Adaptation header and known by the end-to-end peer UEs requires both end-to-end peer UEs to be involved in the Link Identifier Update procedure, designed in the context of direct communication. Moreover, the usage of multiple end-to-end unicast links via a single per-hop link means that end-to-end identifiers of all end-to-end unicast links may be associated (i.e. linked) to the same per-hop identifiers (e.g., L2 ID) since they are visible to everybody when end-to-end peer UEs exchange messages via a Relay. This implies that the Source UE, the Relay, and end-to-end Destination UEs would all need to change their identifiers (i.e., L2 ID, end-to-end IDs etc)at the same time. This could lead to a signalling storm of PC5-S messages exchanges.

To avoid this problematic situation, the proposed solution is to limit the scope of the end-to-end IDs on a per-hop basis, i.e. make all end-to-end IDs, usage limited to the per-hop link. This is handled at the Relay by replacing the received end-to-end IDs with corresponding Relay-specific IDs (e.g., Source UE’s end-to-end ID and end-to-end MSB of Knrp-sess ID are replaced by Relay-specific end-to-end ID and Relay-specific MSB of Knrp-sess ID). This way, end-to-end peer UEs do not know their peer UE’s IDs, and when IDs need to be changed on a UE, only the IDs used between this UE and the Relay need to be updated.
Therefore, the usage of relay-specific end-to-end identifiers, i.e., to avoid forwarding a UE’s end-to-end identifiers to its end-to-end peer UE, allows to reuse existing Link Identifier Update procedure between the UE and the Relay, without impacting the end-to-end peer UEs.
4
Detailed proposal

It is proposed to discuss the considerations above and a new solution in the companion contribution in S3-210820.
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